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AI and the fight against
drug trafficking at the

community level



1. Overview of the current drug
trafficking situation in Europe
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France records (50.4%)
Spain (43.7%) 
Denmark (37.6%) 

CocaineCocaine

2.7 million young people
419 tonnes of cocaine in
2023 = record volume 
Spain/ France/ Denmark +
Poland / Malta - 
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Strategy to fight
drugs

rapid
transformations
of market with
globalisation and
technological
advances
diversity of
substances
frequently
incorrectly dosed
complexity of
polydrug more
addictive

BUT ALSO...
The role of digital
platforms in drug
trafficking and
distribution

CannabisCannabis

+1/4 adults
=90 million people have used
cannabis at least once in their

lifetine in 2024

15.5 million young Europeans aged
15/34 are estimated to have consumed

cannabis over the past year

UE situationUE situation

OthersOthers

MDMA =14.1 million adults
Opioids being implicated in
74% of overdose fatalities
Heroin having be replaced
by other opioids such as
methadone or fentanyl 
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2.  Current EU Actions
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EU-funded initiative created to develop AI-based tools to monitor, detect, analyse
and track drug trafficking, especially through the use of large-scale data analysis.
Its main objective is to strengthen the analytical and investigative capacities of
European law enforcement agencies, while enhancing cooperation between
Member States and international partners.

ARIEN Project
artificial intelligence in fighting

illicit drugs production and
trafficking

ARIEN Project
artificial intelligence in fighting

illicit drugs production and
trafficking

In France, the DNRED (National Directorate for Intelligence and Customs
Investigations) is developing internal AI solutions and has set up a scientific
advisory board to strengthen cooperation with the academic sector. This type of
national initiative may serve as a model for other Member States, within a broader
approach to sharing best practices at the European level.

National Initiatives
the French case

National Initiatives
the French case

The use of AI by law enforcement authorities is regulated by the European
Artificial Intelligence Act (AI Act), which entered into force in February 2025. In
the context of combating drug trafficking, AI systems must comply with strict
requirements regarding transparency, the protection of fundamental rights and
privacy. For instance, the automatization of real-time biometric identification in
public spaces and large-scale profiling are strictly limited or prohibited.

Legal constraintsLegal constraints

First results : The use of AI in the fight against drug trafficking remains recent, which explains why operational and measurable
results are still limited or not publicly available. However, some concrete outcomes have been achieved in terms of tools.



3. AI capabilities in terms of website
detection, financial exchange
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For states...For states...

To counter these advances and curb the illicit drug
market, AI can also be used to analyze these trafficking
activities and detect suspicious transactions.

For drug traffickers...For drug traffickers...

AI is being used by drug
traffickers to expand
their drug operations,
particularly through
innovative tools such as
autonomous and armed
drones. 

1.AI is being used to
automatically identify
and analyze different
types of content

Algorithms automatically
explore the deep web and
dark web
Computer vision is a
recognition system that
analyzes product
British prison authorities
have been testing
biometric technologies

2. AI also uses various
detection methods in the
financial and banking
sectors:

In the fight against
money laundering
In cryptocurrency, AI is
used to trace
transactions on the
blockchain

3. AI can cross-reference
sources to obtain more
results and matches

By automatically linking
communication
platforms, payment
methods, logistics
networks, and
individuals, AI has
contributed to
dismantling vast drug
trafficking networks
across Europe.

However, its
effectiveness

depends on strict
legal frameworks

and close
cooperation

between advanced
technologies and
human expertise.



4.  Legal framework for the use of artificial
intelligence in police investigations
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commonly referred to as
the AI Act, establishes the
legal framework for the use
of artificial intelligence at
the European Union level.

The Regulation (EU)
2024/1689 of the

European Parliament
and of the Council

The Regulation (EU)
2024/1689 of the

European Parliament
and of the Council

AI for combating drug trafficking is classified as a high-risk
AI system under Article 6(2) and Annex III(6)(e), allowing its
use for targeted profiling of individuals to detect criminal
offenses.

Biometric systems are permitted only under strict conditions
(Article 5(1)(h)), notably for identifying or locating criminal
suspects within criminal proceedings and solely for serious
offenses punishable by at least four years of imprisonment as
listed in Annex II.

Data sharing between Member States is centralized through
Europol, which serves as the coordination hub for European
law-enforcement cooperation under Articles 3 and 5 of the
Europol Regulation.

EuropolEuropol
Europol acts as a legal intermediary, ensuring that data
processing complies with both the Europol Regulation and
the police and criminal justice GDPR.

AI-generated analyses or alerts produced by Member States
are supervised by Europol, which controls their secure and
targeted dissemination.

Data sharing is conducted via SIENA, Europol’s secure
network, enabling rapid and protected exchanges of sensitive
information on cross-border crimes, including drug
trafficking.

as the EU’s central law
enforcement agency, plays
a key role in coordinating
the use of artificial
intelligence in the fight
against drug trafficking
across Member States.
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presentation given by the 14ème édition de la MASTER-CLASS « Trans/frontières et dialogue des disciplines »

“Trans/Frontière - Souveraineté numérique - Intelligence Artificielle”
Du 27 au 31 janvier 2026 à Barcelone

Come and discuss this topic with us
if you are interested :) 

Some questions to think about
together :

How can we do
without

European and
secure AI? 

How can this right be
considered at the

European level when
not all countries have

the same technological
capabilities? 

What ethical
limitations

should be placed
on AI in light of

the risk of
excessive

surveillance?

So what
technological

sovereignty does
Europe need to

ensure its
security on such
a cross-border

issue?


